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Abstract

Bitcoin is the digital currency which implements the Blockchain system an open financial accounting, The security
bitcoin used key, where this key is a security and identity of Bitcoin owner. The key is use implements asymmetric
cryptography digital signature scheme ECDSA (Elliptic Curve Digital Signature Algorithm) with elliptic curve
point multiplication, where for the curve uses Secp256K1. Asymetric cryptogrphy generate two key ie private key
and public key. Private key is a point in the curve and the public key is a coordinate (x, y) that represents the
private key within the curve. This research implements key on Bitcoin system where by going through all step, it
will generate private key and public key corresponding to key in Bitcoin system.
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1. Introduction

In today's technological era, many sectors are changing because it is influenced by computer technology. Even
the financial sector began to change because of the impact of technological developments, where banking
activities have been using computerization, today the use of paper money has begun to be shifted by the use of
digital money. For example, Bitcoin is currently the most widely used digital currency, in which Bitcoin is
designed with the Blockchain system ie recording all transaction activities that exist on Bitcoin open to the public
S0 it can be seen by anyone.

How the working Bitcoin system and how is security from Bitcoin, because all record transaction in spread to
public. In the Bitcoin system is divided into three parts: key, address, and transaction. Key is use for security
Bitcoin uses an asymetric key system, this key is also the identity of the owner, because it consists of private key
and public key where each key has a different function and important in the system Bitcoin.

2. Methodology

2.1. Bitcoin

Bitcoin is an electronic money made in 2009 by Satoshi Nakamoto. Bitcoin uses a database that is distributed and
spreads to the nodes of a P2P network using transaction journals, and uses cryptography to provide basic security
functions, such as the bitcoin requirement can only be spent by its owner, and can never be done more than once.
The design of Bitcoin allows for unauthorized (anonymous) ownership and transfer of wealth. Bitcoin can be sent
via the Internet to people who have a Bitcoin address.

e Coin Bitcoin
Bitcoin coins are defined as an electronic coin with a digital signature chain. Each owner can transfer
the coins to their next owner by way of digital signature on the hash of the previous transaction and the
public key of the next owner and add this to the end of the coin. The receiver verifies the signature to
verify the ownership chain.

o Key Bitcoin
The key on Blockchain Bitcoin is divided into two parts, namely the public key and private key, where
the two keys are generated from the same process but different designations. Where public key will be
used for the process of creating blockchain address to receive and send Bitcoin, and private key is used
as digital signature in transactions.
The use of different addresses has a positive effect, which only processes with a new public key and
private key, at no cost, where the use of the same address will increase the attack
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2.2 Cryptography

Cryptography (cryptography) comes from the Greek cryptds (secret) and graphein (Writing). So, cryptography
means secret writing. Cryptography is the science and art to maintain the confidentiality of the message by
encoding it into a form that can no longer be understood meaning. There are four purposes of this cryptography
which is also an aspect of information security that is confidentiality (keeps the content of information from
anyone except who has authority), data integrity (custody of unauthorized data changes), authentication
(identification and introduction of sender and recipient), and non -repudiation (prevents denial of sending any
information by the sender).

Criticism is divided into two parts: Symmetric key cryptography where to perform encryption and decry using
one key the same example of a caesar chiper. And another is Key-Asymmetric cryptography where to do the
encryption and decryption done by different key for example ECDSA

e ECDSA

Security key is very important because with this key someone can control, use, transfer our data. where
to secure it is used Elliptic Curve Digital Signature Algorithms (ECDSA) is an asymmetric algorithm
which will generate private key and public key, which algorithm is good for making random keys because
using mathematical curve.

Asymmetric Encryption is used to create keys, in order to get private key and public key. Key has a
function as a digital signature. Because ECDSA is an amalgamation of Elliptic Curve Cryptography
algorithm with digital signature algorithm. Where it makes this algorithm more secure than DSA
algorithm.

In making the public key using Elliptic curve point multiplication process, where it exists

1. Point Addition 2. Point doubling
xr =M —xp xg x=A*—2xp
}:f:j._(xp—x?")—}-‘p }:l(‘(p—XI)-Yp
Yq—-VYp 3Xp*+a
T Xq-X = (1)
q P 2¥p

2.3. Secp256K1

Secp256K1 is an elliptic curve domain parameter used as one of the standard curves, that can be used in the
ECDSA algorithm scheme where this curve has the information T = (p, a, b, G, n, h) where for the curve shape is
defined By equation y? = x2 + ax + b.And the attributes of this kurba are defined by:p = Private keya & b =
Values a and b on the curveG = Generation Pointn n = Range in curve

e p=FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFFC2F=
2256 -232 -29 -28 -27 -26 -24 -1

e a=00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

e b =00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000007
Base point for G That have been compressed

e (G =0279BE667E FODCBBAC 55A06295 CE870B07 029BFCDB 2DCE28D9 59F2815B
16F81798Base point for G That have been before compressed

e (G =0479BE667E FODCBBAC 55A06295 CE870B07 029BFCDB 2DCE28D9 59F2815B
16F81798 483ADAT7 26A3C465 5SDA4FBFC OE1108A8 FD17B448 A6855419 9C47D08F

FB10D4B8
e n=FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCEG AF48A03B BFD25ESC D0364141
e h=01

3. System Design

Bitcoin hashavestandard to facilitate the user formaking key, address and transasksi, formaking key bitcoin use
asymetric algorithm,so that will generate two key is private key and public key.
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To generate a public key corresponding to the standard bitcoin is used:

o Algorithm used is ECDSA where the algorithm is asymetric algorithm so it will generate private key
and public key, to generate public key useelliptic curve point multiplication for private key
representation in curve.

e The curve used is Secp256K1 where this curve becomes a standard bitcoin and can not be replaced
by another curve to produce a public key corresponding to the standard bitcoin.

In this section is design flowchart used specialized on key topics. This study begins by applying the creation of a
key, starting with the creation of a private key and then entering into the creation of a public key in which both
are designed with standard issued bitcoin.

Y

: Verifving ‘ Alzoritma -— Carve
kv ECDSA Secpl56K1

4’{ 0.4 + veridving kev |

¥

i Pu_hl?'c .:

Key

Cam D

Fig. 1: Figure flowchart uzed specialized on key topicz

Explanation:
e Private key is user input in the form of hex data.
e Private key is plotted in the Secp256k1 curve.
o Private key will be processed in ecdsa algorithm.
o From the plot process on the curve, will be generated in the form of veifying key (private key *
Generation key).
¢ Veifying key will be added 04 at the beginning of the data, 04 itself is Bitcoin provision for public key
initialization.
o The above process results into a public key.

4. Implementation and Analysis

The key on bitcoin is as a safeguard as well as the identity of the secretive bitcoin owner, in bitcoin transactions
providing the raw for transfer of bitcoin.
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Q1000000 Version

O e Wumber of inputs
Tbleabe(209b1fe794124575e£207057
c77ada2138aed4faldbcddel308a14£5F . Outpoint TXID
Q0000000 oo Outpoint index number
A0 Evytes in sig. seript: 73

A e Push 72 bytes as data

3045022100894080cb4 00094 ad2b3eb3
20d59d01c14d73d8fetef0df1a7150de
b388abB935022079636090d Tibacdcd
a%delaad311ad268e082a725{8aeae05

T3fb12f1866a5f01 Secpl56k] signature
R Sequence number: UINT32_MAX
O s Number of cutputs
0cald52a01000000 . Satoshis (49.99980000 BTC)
USSR Bytes in pubkey script: 25

Fiz. 1: Figure raw of tranzaction

Where the data is sent to the blockchain network to spread widely, it is seen that in the transaction process there
is the use of key, both private key when making transaction where the private key will be converted into public
key that will be sent entered into the transaction raw and disseminated. From this it appears that the importance
of knowing the key used in bitcoin, to know the security of this key

4.1 Implementation Key

Key in bitcoin is divided into two parts: private key and public key this is because the bitcoin uses the concept of
asymmetric cryptography algorithm, where to get the key through step:

4.1.1 Private Key

The private key consists of 256-bit hexadecimal characters and must meet the criteria of the Secpt256K1 curve,
this is done because the private key is a point within the curve, so that the point does not cross the range within
the curve and to get the private key corresponding to the standard bitcoin. A range of usable ranges that match
the range of the Secpt256K1 curve:

N =0xl to
N=0OxFFFEFFEFFFFEFFFFEFFFEFFFFFFFFFFFEBAAEDCESAF48AOIBBED2SESCDO364140

Fig, 3: Figure range private key
In this research used 2 ways to generate private key that is by way of user input and generate with software, to
use generated with software can use command:

private_key = cs.urandom(32).encode{ "hex")

Fig. 4: Figure python command line for make random hex character
Implementation private key results
Table 1: Table uze of manual input and zoftware

Uze Private Key
By User 1labab3610aeicctbi2lalcdetfE3laabbecddesd0fed0198cbai022103d 3 fac
Software TTacefbelOaadefdSad20abedefl 230abe34dc400febd65225022bb44ddE0atk3

4.1.2 Public Key

The public key is the coordinate (x, y) of the private key into the Secp256K1 curve, where this curve has the
equation: y2 = x3 + ax + band the parameters T = (p, a, b, G, n):

Information :

p = Private key

a = Curve

b = Curve

G = Generation Point

n = Range curve
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Fig. 5: Figure Curve Secp2S6K] in the formy® = x°* + 0x + 7
Public key in ECDSA is the result of multiplying private key with generation point: Public key =p * G
(verifyng key)To get public key,private key we have to plot into curve by way of Elliptic curvepoint
multiplication.
1. Point Addition

ECadd{a,b):

LamAdd = ({b[1]-a[1]) * meodinw{b[0]-a[0].Pcurve)) %o Peurve
iz = (LamAdd*LamAdd-a[0]-b[0]) % Pourve

v = (LamAdd*®{a[0]-x)-a[1]) % Pcurve

return (xy)

Fiz. 6: Fizure Command point addition in python
Information :
Lam Add=2A
b [0] =Yqor Gy
a [0] = Xq or Gx
b[1]=b
a[ll=a
Pcurve = Private key
The initial step is to determine the value of LamAdd, after obtaining the value from LamAdd input the value to
formula x and y to produce value (X,y)
2. Point Doubling

Lam = ({3®a[0]*a[0]+Acurve) * modinw{(2*a[1]),Pcurve)) % Peorve
x = (Lam*Lam-2*a[0]) %o Pcurve

¥ ={(Lam™*{a[0]-x)-a[1]) %% Pourve

return (x,%)

Fig. 7: Figure Command point doubling in python
Information :
a [0] = Gx
a[l]=Gy
Acurve =a
Pcurve = private key
lam =}
The initial step is to determine the value of lam (1), after obtaining th evalue from lam input the value to
formula x and y to produce value (x,y).

to display results
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Ecchiultiply{GenPoint, SealarHex): #Double & add

if ScalarHex == 0 or ScalarHex »= N: raize Exception("Invalid ScalarPrivate Key")
ScalarBin = stribin(ScalarHex))[2:]
Q=GenPoint
for 1 in range (1, len(ScalarBin)):

Q=ECdouble{Q); print "DUB", Q[0]; print

if ScalarBin[i] == "1":

(=ECadd(Q.GenPoint); print "ADD" Q[0]; print

return ()

Fig. §: Fizure Command show the rezult Elliptic curve point multiplication in python
Information:
ScalarHex = private key
Gen point = Generation Point

1. The first step is to ensure the private key is in accordance with the provisions of the curve where it

should not be 0 and should not exceed the value of N
2. Change ScalarHex = private key to binary
3.If dcalarbin is in range 1 then do ecdouble, then print "Dub”, the value of ecdouble
4.1f scalarBin == 1 then do ecadd then print "ADD", the result ec add.

the private key:

174E1EQ6GE18880TESA2EQIEGF 9406417 T6EGE2ZFESOEBD 38F C61B1E200FCACERD

the private key (binary) :
1054122069849168306040738955280265407367802154201829079972004 58081 38678882176
the verifyng key :
(364326382154178364470391432803540168448522722592040320720745178350215438473420L,
20712139261973013T08573257814401233016007852862210270405001214060154851181194L)

Fig. 9: Fizore rezult Elliptic curve point multiplication

From the process of Elliptic curve point multiplication obtained verifyng key where is the coordinates (X, y)

representing the private key. Bitcoin has rules in the form of a public key, where the rule is:
Public Key = Xinteger , Yinteger

Public Key Bitcoin = 04 | Xinteger | Yinteger (10)

Xinteger = 32 bytes Y integer = 32 bytes

The next step is to create a corresponding public key, is x and y must be converted with 32 bytes hexadecimal.

print "X convert : ";
print "%032x" % PublicKey]0] ; print
print "Y convert : ;
print "%032x" %% PublicKey[1] ; print

Fig. 10: Fizure Command for converted x.v for adjuost to the bitcoin rules
Publickey [0] is X and publickey [1] represents Y where% 032x to generate 32 hexadecimal string.

Ko 364326382154178564470301432203540168448322722592040320729745178539215438473420
X converted : 5007764a062e32066c9291c1b284ad20df171e074d04f9802 124 8ce0b35 768 ce
Y- 20712130261975913708573257814401233016007832862210270405001214969154831181194
Y converted : 2dcaaleTT104225155c2e78a7 7854061 2dbeate 323 8d24571 7221420161283

Fig. 11: Fizure Rezult converted x.y for adjust to the bitcoin roles

After having the X and Y plots converted, the next step is to create a Public key Bitcoin where 04 (public key

initialization) is added with the conversion result X and Y

print "04" + "25032x" % PublicKey[0] + "24032x" % PublicKey[1];

Fig. 11: Fizure Command for make Bitcoin public key

Public Key :

e76a7 Ti884b612dbcate52f38d245717ac1d2016128a

045097764ac62c32066c0291c10884ad20df1 7107440495021 248020035768 cc2deaaTcTT104225155c2

Fiz. 13: Fizure Rezult of Bitcoin public key
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After going through the above process, it will generate a private key and public key in accordance with the rules
imposed bitcoin.

Private key

174E1E96818880TE3A2ENIFSFO40641776ESE2FESOEBD 39FCS1B1E200FCACERD

Public key

045097764ac62c32066002012108842420411 7129744040892 1248020035768 cc2deaaTe? 71042251552
e76a77f884b612dbcade’2f538d245717ac1d2916128a

Fig. 14: Fizure Result of Bitcoin private key and public key

The above figure is the result of a run program which displays private key and public key, where to determine
whether the result of the program is in accordance with the prevailing standard, we use www.bitaddress.org as
the comparison data.

Walkct Drotalls

Cribor Privabe Koy (174w ieS88 18880 Tu Suled 1 ES9641 TFEul wluS MhbdSS R 1 b u200icdcBo | | Wiuse Dratuibs |
HIFIE norypt? [
oy Furmals. WIE O WIFG, HIEX D64, D6 fEME BP0 | P |

¥ rur HHeoin rivale Hey in s anigues seersd momber ek sindy v knoed 1D csn be sscodar 0o msmkear of dilbseand iommeks Habids ws
show the Dicoln Addrese and Fublic Koy that cormospands 16 your Private Koy an will 20 your Prieate Koy 0 the most papular encoding
mrmal (W WIFED HE X, HEA)

iltenin il G+ sdneee public keye In compressad format D clant news alen sopparts impost amd scpert of privats koym with
imparprhisyidumppnivkey Thes barmaet of ths scportsnd prevsls ey s cebamminard by vehsrbear s scoress won garsmstsd noan skl or mess
cilinal.

Biooin Addiess

1MSRE SNt MPFICKgiGHMSNMEIHdL 50 DRERG 1D2nNETAVOSshl IvWEol sTwHARE Y =5ayao

PFublie Key [130 eharoetans [0-9A-F])
04097 e ARCGAI 20 66CR2 010l B HARDIUDEFLYIERVADEDESH 520 R
BCEYBRZLYLECCEDCORA YO FIBEA LY L] L OZEY LA/ FERIB LI ZDECALE D2
FZEDz4LS V1 TRCO1IDIZY1GLIBA

Fiz. 15 Figure Result from of www. bitaddress.org

Private Key Hexadecimal Format (64 characters [0-9A-F]):
174E1E96818880TE3AJEQIFAF9406417 T6EGE2FESOBEBD 39F C61B1E200FCACER0

Public Key (130 characters [0-2A-F]):

043007 764ACE2C32066CI291C1BEE4AD2IDE LI TIEST4DODFYE02 1 A48CEOB35T6ECCIDCAATC
TT1B4223155C2ET76ATTFE84Be12DBCAGES2F38D24571TACID29161284

Fig. 16: Figure Rezult from of www.bitaddresz.ors copy to text box

4.2 Analysis

The key in the bitcoin system is a security factor and also the identity of the bitcoin owner where the private key
is the main and secret identity of the bitcoin owner and the public key as the global identity of the owner.

This private key consists of 256 bits or 64 hexadecimal. This allows the private key to be made up of many
possibilities, if the private key is changed in decimal form it will generate a quinn decilion number so that there
is 10*8 probability of its inclusion which will make it more difficult to do logging.

Public key in the manufacture using curve secp256k1 where the curve has a large range, in the process of making
it used Elliptic Curve Point Multiplication to determine the point of coordinates of the private key in the curve,
because the public key is a combination of x and y coordinates which is the represent point of the private key.

Elliptic curve point multiplication consists of point addition and doubling point it also increases the security of
this key, where the process is done until found a suitable coordinate for private key, in its application in addition
program or doubling usually done more than 300 times for a private key 64 character, so to do brute force from
public key to get private key really need big resource.

With a large private key range and ECDSA process with Elliptic curve point multiplication will improve the
security quality of the key, if a computer can do brute force with 1 trillion guess / second cap, it will take a lot of
time to determine the private key of 10*® possibilities.
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5. Conclusion

The conclusion of this research is that key is a safety factor in bitcoin system where this key consists of two parts:
private key as the main identity of bitcoin and public key where the bitcoin public key system will be
used in address creation.

To create a private key enough to generate 256 bits or 64 hexadecimal characters, this is a large number, for
generating a public key where using the secpt256k1 curve that has a range for a large private key, since this public key
is actually the private key coordinate in the curve, where to determine the coordinates are done Elliptic curve point
multiplication process, this process is also one of the key security because in the process there is a complex calculation.

Using a private key consisting of 64 hexadecimal characters and using the secp256k1 curve and the Elliptic curve
point multiplication calculation will generate a private key and public key corresponding to the key blockchain
bitcoin provision and corresponding to www:.bitaddress.org.
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